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EXECUTIVE SUMMARY

In collaboration with thelnternational Telecommunication Union (ITUhe Global Cyber

{SOdNRGe /LI OAGe /SyGNB 6D/ {// = 2N WiK$

cybersecurity capacity ithe Bahamasat the invitation ofthe Digital Transformation Unit
(DTU) The objective ofhis review was toenable The Bahamde gain an understanding of
its cybersecurity capacitin order to strategically prioritise investment in cybersecurity
capacities.

Over the period OctoberDecember 2021,the following stakeholders participated in

roundtable consultations: academia, criminal justice, law enforcement, information

technology officers and representatives from public sector entities, critical infictare
owners, policy makersnformation technology officers from thgovernment andhe private
sector (including finagial institutions),telecommunications companiesnd the banking
sectoras well as international partners.

¢tKS O2yadzZ GFraAazya G221 LIXIFO dzaAy3a (GKS
(CMM), which defines fivdimensionf cybersecurity capacity:

Cybersecurity Policy and Strategy
CybesecurityCulture and Society

Building Cybersecurity Knowledge and Capabilities
Legal and Regulatory Frameworks

Standards and Technologies

= =4 -4 —a -1

Each dimensiortontains a number ofactors which describe what it means toopsess
cybersecurity capacity. Each facymesents a numbeof aspectsgrouping together related
indicators which describe steps and actions thahce observed, define the stagf maturity
of that aspect. Therare five stages of maturity, ranging from tlséart-up stage to the
dynamicstage. The staatip stage implies an aldoc approach to capacity, whereas the

dynamic stage represents a strategic approach and the ability to adapt dynamically or to
change in rggonse to environmental considerations. For more details on the definitions,

please consult the CMM documeht.

Figure 1 below provides an overall representation of theecgbcurity capacity irnrhe
Bahamasand illustrates the maturity estimates in each @insion. Each dimension represents

one fifth of the graphic, with the five stages of maturity for each factor extending outwards
TNRY (KS OSyidNB-daR GRS OFRKIGRAOT 2WaAKISNIDSy i NB

is placed at the perimeter.

1 Global Cybersecurity Capacity Centi@ybersecurity Capacity Maturity Model for Nations (CMM), Revised
9RAUAZ2Y ¢ GtHD/Miwr.shsox.ac.akicyb&rsecurityapacity/content/cmmrevisededition.
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https://www.sbs.ox.ac.uk/cybersecurity-capacity/content/cmm-revised-edition
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Figurel: Overall representation of the cybersecurity capacifiia Bahamas
Cybersecurity Policy and Strategy

A national cybersecurity strategy (NCS) for The Bahamas has not yet been pulistiegl.

the CMM assessment period, the Bahamas was in the process of developing its NCS, with the

support of the International Telecommunication Union (ITQpnsultations wh key
stakeholdersfrom the private and public sector, academia, telecommunications and ICT

sector, financial sector, and other infrastructure operattwsk place in the fourth quarter of

2021 as part of the NCS developmehdraft NCS was articulat@ehd approvedn early 2022

and provided to the CMM review team. The development of the N@&rt of theBahamas

National Cybersecurity Project a D2 @SNYYSy i S5A3IAGIH ¢ NI yaF2NYl
[ 2 Y LIS G A Glad®yahe Bigital Fransformation Unit (DT which began in January 20621

No overarching national cybersecurity implementation programme has yet been developed.
An Action Plan fothe 2022 NCS is planned to be draftélis is a specified objective of the
ongoing Bahamas National Cybersecuritgj€tt, and the intention to develop an Action Plan

is also referenced in the 2022 NCS dratft.

In The Bahamas, there is no process for identifying and categorising nddoahl
cybersecurity incidents, however, this is under development with the creaifothe new
national Computer Incident Response Team (CIRT). As such, there is no central registry of

2 https://cybilportal.org/projects/bahamasationakcybersecurityproject/
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cybersecurity incidents in place. The country is in the process of establishing a national CIRT
as part of theBahamas National Cybersecurity Projebie project aim is toperform all
necessary capacity building and service upgrades to activate the national ACIBIRT
Readiness Assessment has been carriedvitlitthe support of the ITUand a detailed plan is

in place for establishing the CIRT.

Since the national CIRT is not yet operational, coordination of incident response within
organisations with the national CIRT has not yet been established or t&§talk there are
mechanisms in place to deal with a range of national crisis scenariogsunthricanes it is

not clear what role they would play (if any) in the event of a significant esdated crisis.

The CI has not been formally identified, although it was reported that there is an informal
understanding of which sectors form the and this allowed invitation of the ClI to this review
as well as to the recent consultations for the development of the NCS. Reportedlgfihe
objectives othe currently developing CIRIhd NCSvill beto identify the Candto provide a
level of cylersecurity support for them.

There are no existing regulatory requirements specific to the cybersecurity of the Cl in general.
There is no baselinef cybersecuritystandards to govern Cl assetisere is no governance of
incident and vulnerability discéuire, and there are no formal processes in place to evaluate
Cl operator compliance with regulatory standardSurrently, there issome informal
collaboration within and between CI sectors.

The Bahamas does not havestandalone cybedefencestrategy; havever, a strategy is
currently under developmentDiscussions on the potentiampact of cybersecurity on
national security and defence hawtarted as part of the Bahamas National Cybersecurity
Project. Reportedly, the intention is that a cykl#afence stategy will be an output of the
project alongside the new NCSpecialist cybersecurity capability within the national security
establishment is limited.

Cybersecurity Culture and Society

Overall, the cybeecosystem iThe Bahamas is still in its earlages. The review found that

cybersecurity has not yet become a priority across the public and private sectors or among
end-users Some participants indicated that concern about cybersecurity risks is low because

people often consider that it is the ION2 A RSNEQ 2206 G2 LINRPOUSOGZ y2i
user.

With regards to small and mediusized enterprises (SMES), the review confirmed that there

is some level of awareness of cybersecurity risks since they know that in ordestodessful

SMEs need an online presence (e.g., using emails and social media). However, SMEs often lack
the resources to protect themselves properly online.

Large corporations usually have the resources available to protect themselves from most
general cybkr-attacks. However, they need comprehensive guidelines and cybersecurity

3 National Emergency Management Agency (NEMA),
https://www.bahamas.gov.bs/wps/portal/public/About%20NEMA/The%20National%20Emergency%?2
OManagement%20Agency/
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policies m what the industry and government require$them in order to be compliant both
locally and internationally (e.g., privacy requirements like GDPR).

The general level otybersecurity awareness within government agencies remains low.
However, more government employees have started reporting illegitif@i&ing emails.

A limited proportion of Internet users critically assess what they see or receive online in
Bahamas. Baskon the review, a very limited proportion believe that they have the ability to
use the Internet and protect themselves online

The government has begun to build a core set-séevices, for which they recognise the need

to apply more rigorous securitpeasures in order to establish trust in their use. The Bahamas
e-Government Portal Services is a government initiative aimed at making doing business with
government easier by providing online access to a range of seMrasicipants confirmed

that various ministries and multiple agencies are planning to put their services online and have
at least 200 ggovernment services operating by April 20Based on desk research; e
commerce is becoming increasingly important in The Bahar8hepping portalsich as eBay

and Amazon are regularly accessed by customers where they can use locally issued credit
cards to make purchaseés.

TheOffice of the Data Protection Commissioner is the national data protection authority of
Bahamasvith responsibility for the ptection of personal data onlineUnfortunately, private
companies canfreely collect and use personal data for their own purposes with no
consideration to data protection and privacy. Therefore, thererisedto developlegislation

and guidelines athe national levein order toensure the safety ahe client) LISNE 2 y | €
used by private entities

There are no officiathannelsn The Bahamafor users to report computerelated or online
incidents

Cybersecurity issues are reported in artat manner by the media in The Bahamas, with
insufficient coverage in mass media both online and offliferrticipants indicated that there
are usually gicles within local daily newspapers that cover information about cybersecurity
or report on issues such as security breaches or cybercrime.

Building Cybersecurity Knowledge and Capabilities

There is no overarching national cybersecurity awaremaising programme, coordinating
the efforts of relevant stakeholders. Greater natioteel coordination of cybersecurity
awarenesgaising efforts within the country is under development as part of the development
of the National Cybersecurity Strategy (NJ®gre are indications that various stakeholders
in the country realise they can play a role in cybersecurity awareraésisg it was reported

4 Government of The BahamassErvices,
https://www.bahamas.gov.bs/wps/portal/public/gov/government/eServices/eservicesresres/
5U.S. Department of Commerce, International Trade AdministraBatamas Country Commercial
Guide eCommercehttps://www.trade.gov/country-commercialquides/bahamagcommerce

8 Ibid.

" Office of the Data Protection Commissioner
https://lwww.bahamas.gov.bs/wps/portal/public/About%20Us/
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that a limited number of cybersecurigwarenessvebinarsandseminarshave been ruriree
for the general publicwith the involvement of representatives from government, the private
sector, regulators and civil society.

The Get Safe Online Bahamas project provides cybersecurity awairgigng for personal

and business contexts, and has been running in The Badhdor the past four years. A
Cybersecurity Ambassadors programme is run as part of this project. The project portal is the
primary site for cybersecurity awareness in the Bahamas, with high levels of interaction from
Bahamians

In terms of awarenesmishg by the media, it was reported that articles appear in local
newspapers following major cybersecurity incidents. This may help to raise awareness but is
currently reactionary. Some proactive awarenesassing news releases are made, for example

by the Ofice of the Data Protection Commissioner, and some insurance companies and banks
reportedly run cybersecurity awarenessising advertisements on the radio. Participants
were not aware of any awarenesasising initiatives aimed specifically at executivatough

some organisations may conduct such initiatives internally.

No specialised degrees in cybersecurity are currently offered and accredited at university level
by a Bahamian institutianCertain courses at the University of The Bahamas (UB) currently
includea securityrelated short modulewhich reportedly has high level of uptake and lsa
recently been oversubscribed, indicating demand for cybersecurity education. While no
specialised cybersecurity degrees are offered currently, UB have develdplyaccredited
Bachelors degree in Cybersecurity and Information Assuramaieh is soon to be offered.
There was no evidence of cybersecurity offerings in the curriculum at primasgcondary
school level, and participants were not aware of anghsofferings. In 2019, the DTU was
commissioned to develop a cybersecurity programme for dsigiool students and find
educators to deliver it; however, this was halted by the C@\Mpandemic. There was
recognition from participants of the need to contia this discussion.

There is some alignment developing between educational offerings and the new NCS, which
is currently being drafted: academic stakeholders reported being involved in the recent NCS
development discussions, with a specific meeting habiggn held on education. A national
budget focused on cybersecurity education is not yet established; resources are put towards
cybersecurity education, for example by UB, without natidegél coordination.

Some private firms offer cybersecuriainingcourses online and iperson in The Bahamas.
Stakeholders noted that opportunities are readily available to undertake cybersecurity
professional training in local training centremnd via regional and international offerinds

was reported that there isiptake of the training courses, but fewer people are taking the
examinations to become certified.

There has not yet been an effort to analyse the need for cybersecurity professionals at the
national level, or to measure the supply and demand for cybersgctraining courses, and
statistical data relative to cybersecurity skills in The Bahamas has not been collected. It was
reported by those stakeholders responsible for the development of the NCS that this is a
planned objective of the strategy. While ehsupply and demand for cybersecurity
professionals has not been measured, a number of stakeholders noted challenges observed
in the availability of, and opportunities for, local cybersecurity professionals.
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There is currently no, or only very limited,beysecurity research and development (R&D)
activity taking place in The Bahamas. Participants in the review sessions were not aware of
any such activity, but noted that some cybersecurity R&D activity may be carried out by
private companies. No doctordvel students are researching cybersecurity topics yet. As
such, research outputs are not yet being produced that address cybersecurity issues within
the particular context of the country.

Legal and Regulatory Frameworks

TheComputer Misuse Act (2008 tre only legislation in The Bahanthat directlyaddresses
cybercrime® With regards tgprocedural cybercrime legislatipthe Criminal Procedure Code

is the main general framewotkat appliesto all cybercrime related investigatiofiJhere are
limited cybersecurity requirements set out in regulation or law. The need to create legal and
regulatory frameworks on cybersecurity have been recognised by participants.

The Data Protection dnd Privacy) Actwas endorsed irR003 that includes provisions on
privacy, data protection, data subject rights, enforcement, and penalti€be protection of
children online, is covered in the Sexual Offences and Domestic Violence Act (2010) that
contains provisions on child pornography transmitted by electronic medfith regards to
consumer protectionthe Consumer Protection Act was passed by the Parliament in 2006.
The legislation providesonsumersa forum to have their complaints addressed a timely
basis'?

Law enforcement officertack sufficient capacity to prevent and combat cybercrimeThe
Bahamas. In 2@, a dedicatedcybercrime unit(8 people)was created under the Criminal
Investigations Departmentf the Royal Bahamas Police Force (RBRE)trained by US
federal law enforcement agencies:*

Law enforcement officers receiagl-hoctraining on cybercrime and digital evidenmevided
by the U.SState DepartmentU.SDepartment of Defencd NTERPGiand OASParticipants

8Computer Misuse Act (2003

http://laws.bahamas.gov.bs/cms/imagBsE GISLATION/PRINCIPAL/2003/2003
0002/ComputerMisuseAct_1.pdf

9 Criminal Procedure Cod2010)

http://laws.bahamas.gov.bs/cms/imagAE GISLATION/PRINCIPAL/1968/1968
0038/CriminalProcedureCodeAct 1.pdf

10 Data Protection (and Privacy) A2003)http://www.lexbahamas.com/Data Protection 2003.pdf

11 Consumer Protectio Act(2006)http://extwprlegs].fao.org/docs/pdf/bha78749.pdf

2 The Government of The Baham@&ansumer Protection Information and Complaints
https://www.bahamas.gov.bs/wps/portal/public/Consumers/

13The Bahamas Police Forbétps://www.royalbahamaspolice.org/aboutus/index.php?aboutus_id=1

1 Council of Europe, Octopus Cybercrime Community, The Bahamas,
https://www.coe.int/en/web/octopus/courtry-wiki-ap/-
/asset_publisher/CmDb7M4RGb4Z/content/bahamas? 101 INSTANCE CmDb7M4RGb4Z viewMode
zview/#:.~:text=Bahamas%20adopted%20the%20Computer%20Misuse,unauthorised%20disclosure%?2
0of%20access%20code%3B

ISINTERPOL (2018)TERPOL boosts cybercrime pojjiaapacity in Latin America and the Caribhean
https://www.interpol.int/fr/Actualites-et-evenements/Actualites/2016/INTERP®bostscybercrime
policingcapacityin-LatinrAmericaandthe-Caribbean
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expressedaoncern that the trainings lack consistency and aresudficiently advanced to deal
with emergingthreats. There is no local institutioor consistent progreame of specialised
training forlaw enforcement officersprosecutors or judges in The Baham@ike Bahamas
Bar Association does not offgpecialisedraining on cybercrime in the country. However,
there are some opportunities for specialised trainingasdi (e.g., inthe U.S). In 2021, the
Council of Europe, through its Octopus Projeaffered a series of EU funded online
cybercrime trainings for the Caribbeanuntries including The Bahamas.

The authorities in The Bahamasve recognised the need timprove both formal and
informal cooperation mechanisms, domestically and across borders, but these mechanisms
remain ad hoc.Participants described the operational cooperati@md exchange of
information between the government and criminal justieetors (police, prosecutors and
judiciary) as adequate

There is d-hoc ceoperation between Internet service and other technology providers and
law enforcement The policdirst has toobtain a court ordeor a warrant in order to access
information frominternet service providers (ISP#) participant described the challenges of
cooperating with foreign ISPs suchrasebook.

The existing provisions under the Mutual Legal AssistancéBeR)facilitates international
assistance in criminal matters andmainal investigations betweemhe Bahamaand foreign
states'’ Currently, The Bahamdmsmutual legal assistance tréas (MLATE) only with the
U.S, Canada anthe UK

Standardsand Technologies

No national baselines for the implementation of cybersd#ty standards, standards in
procurement (from a cybersecurity perspective), or standards for provision of products and
services (from a cybersecurity perspective) exist in The Bahamas. In some industries, some
organisations may follow certain cybersetyrstandards and best practices, but this is not
overseen or mandated.

The Finance sector is relatively advanced in this area, as is broadly the case around the world:
while adherence to standards is not mandated, it is promoted and expected by the Centra
Bank who provide an operational risks guideline that includes compliance with international
cybersecurity standarddn summary, the implementation of cybersecutiglated standards

is adhoc, and there has as yet been no concerted endeavour oatianal level to change
existing practice in a measurable wae owners of the current NCS development noted that
part of the strategy will focus on regulation of the ClI in regard to cybersecurity

Since there is no national baseline of cybersecurapgards, and application of standards by
organisations is atioc and relatively limited, there is significant variation in the application
of security controls, both technological and cryptographic, by organisations. Organisations in

18 Council of Europe (2021) Octopus Project Activities: CARICOM IMPACS and Octopus Project: EU
funded online cybercrime trainings for the Caribbehtips://www.coe.int/en/web/cybercrimef-
[caricomrimpacsand-octopusproject-eu-funded-online-cybercrimetrainings-for-the-caribbean
"BAHAMAS. Mutual Legal Assistance (Criminal Mait2e€)2)
http://laws.bahamas.gov.bs/cms/imagdsEGISLATION/PRINCIPAL/1988/1988

0002/MutualL egalAssistanceCriminalMattersAct_1.pdf
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some industries, inclling Finance, Telecommunications, Utilities and Healthcare, reported
applying various technological and procedural cybersecurity contrtmgever, participants

felt that there is a lack of focus on administering cybersecurity controls by many organssation
in The Bahamas; a key reason for thih& many organisations have no or very limited staff
in cybersecurity roles.

Software quality and functional requirements are identified in some sectors, but not in a
strategic manner. No catalogue of assuredwafe platforms and applications exists within
the public or private sectors. There is currently no support or guidance from the government
for organisations on procuring or maintaining secure software. Some organisations, for
example in the Finance and &lthcare sectors, reported having policies and processes in
place for assessing software quality and monitoring its lifecycle.

Internet services are widely available and used in The Bahamas. There are two ISPs operating
in the Bahamas and three submarinetdrnet cables, offering some redundancy.
Representatives from the ISPs described measures taken to increase redundancy (running
servers on other islands) and protect downstream users from security risks (e.g., network
security monitoring). It was noted &b the level of security rischanagement may not be
consistent across ISPs, and some concerns were expressed by participants about the reliability
of these Internet services from a consumer perspective. Participants felt that there is a need
for more consitent redundancy and security across ISPs in The Bahamas, to prevent issues
for downstream services.

Most cybersecurity technologies are developed outside The Bahamas; participants were not
aware of any such technologies developed locally. There is theredohigh level of
dependence on foreign cybersecurity technologies. There was no evidence that the
implications of this dependence had been considered systematically, and doing so will be
important to ensure that associated risks are identified and migida

There are a limited number of local cybersecurity consultancy services available in the
country, and cybersecurity consultancy services are also available internationally. It was
reported that due to proximity to nations such as the US, and alsaagiebalisation broadly,

there is sufficient access to cybersecurity consultancy firms by organisations in The Bahamas
Some participants noted that a stronger local offering might be beneficial to prevent
outsourcing risks and reap the economic and skiéinefits of a local market.

No evidence was provided of risk assessments conducted by organisations to determine how
to mitigate the risks of outsourcing IT to a third party or cloud provider, although it is likely
that this takes place in some orgarisas from sectors more advanced in terms of
cybersecurity, such as Finance. Cyipsurance is available to companies in The Bahamas via
international providers that are brokered locally. Some organisations, for example in the
Telecommunications sectoreported having purchased cybarsurance.

There are no formal informatieeharing mechanisms or channels in place locally for
stakeholders to share technical details of vulnerabilities. Some organisations, such as in the
Finance sector, participate in regial and international informatiosgsharing groups. No
evidence was provided of informal sharing of information on vulnerabilities, although it is
likely that some occurs on an dmbc basis. Participants from the Cl expressed the view that
improved informaion-sharing within and between sectors would be highly beneficial, to
improve the awareness of current threats to specific industries and in general, and of
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vulnerabilities in technologies. Most public and private sector organisations do not yet have
respansibledisclosure policies guiding the processes they follow to receive and disseminate
vulnerability information responsibly.
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INTRODUCTION

At the invitation of the Digital Transformation Unit (DT@nd in collaboration withthe
International Telecommunication Union (ITWhe Global Cyber Security Capacity Centre
(GCSCC) has conducted a review of cybersecurity capadibhe @ahamasrhe objective of
this review wasto enable The Bahamado determine areas of capacity iwhich the
government might strategically invest in, in order to improve their national cybersecurity

posture.

Over the period OctoberDecember 2021 stakeholders from the following sectors

participated in a threaeday consultatiorprocess

1 Publiesector ernities:

(0]
(0]
(0]
(0]
(0]

(0]

= =4 -8 -8 -8 _a_°a_2

Digital Transformation Unit (DTU)

Office of the Data Protection Commissioner

Royal Bahamas Police Faroeluding Cybercrime Unit
Defence Force

Office of the Attorney General

Ministry of National Security

Universities

Telecommunications anltiternet service providers

Operators of Critical Infrastructures ((Ffjnance sector, Utilities sector)
Central Bank

Insurance providers

IT consultancy firms

Sdtware-development firms

Organisation of American StatéBAS)
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DIMENSIONS OF CYBERSECURITY CAPACITY

Consultations werbased aroundhe GCSCC Cybersecurity Capacity Maturity Model (EMM)
which is composed of five distindimensionf cybersecurity capacity.

Dimension 1 Dimension 2
Cybersecurity Policy Cybersecurity
and Strategy Culture and Society

Dimension 3
Building Cybersecurity
Knowledge and
Capabilities

Dimension 5
Standards and
Technologies

Dimension 4
Legal and Regulatory
Frameworks

8Df 26Ff / @0SNBSOdzNRGE /LI OAGe / SYyGNBI a/ B@BNBSOdzNRG& /||
9 R A (i Mazclr 2021 https://gcscc.ox.ac.uk/themmi#l.

15| Cybersecurity Capacity Revi@ilve Bahamag021


https://gcscc.ox.ac.uk/the-cmm#/

Each dimension consists of a sefaitors, which describe and define what it means to
possess cybersecurity capacity therein. The table below shows the five dimensions together
with the factors which each presents:

DIMENSIONS

Dimension 1
Cybersecurity
Policy andStrategy

Dimension 2
Cybesecurity Culture
and Society

Dimension 3

Building Cybersecurity
Knowledge and
Capabilities

Dimension 5
Standardsand
Technologies

FACTORS

D1.1Strategy Development

D1.2Incident Response and Crisis Management
D1.3Critical Infrastructure (CI) Protection
D1.4Cybersecurity in Defence and National Security

D2.1Cybersecurity Mindset

D2.2 Trust and Confidenae Online Services

D2.3 User Understanding of Personal Information Protection
Online

D2.4 Reporting Mechanisms

D2.5 Media an®nline Platforms

D3.1Building Cybersecurity Awareness
D3.2Cybersecuritfeducation
D3.3CybersecurityProfessional Training
D3.4Cybersecurity Research and Innovation

D4.1 Legadnd Regulatory Provisions

D4.2Related Legislative Frameworks

D4.3 Legal and Regulatory Capability and Capacity
D4.4.Formal and Informal Goperation Frameworks to Combat
Cybercrime

D5.1 Adherence to Standards

D5.2Security Controls

D5.3Software Quality

D5.4Communications and Internet Infrastructure Resilience
D5.5 Cybersecurity Marketplace

D5.6Responsible Disclosure
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STAGES OF CYBERSECURITY CAPACITY MATURITY

Each dimensiorcontains a number ofactors which describe what it means toopsess
cybersecurity capacity. Each facymesents a numbeof aspectsgrouping together related
indicators which describe steps and actions thaice observeddefinethe stage of maturity

of that aspect There are fie stages of maturity, ranging from thstart-up stage to the
dynamicstage. The stamtip stage implies an adoc approach to capacity, whereas the
dynamic stage represents a strategic approach and the ability to dynamically adapt or change
against environrantal considerations. The five stages are defined as follows:

9 start-up: at this Stage, either no cybersecurity maturity exists, or it is very embryonic
in nature. There might be initial discussions about cybersecurity capacity building, but
no concrete adbns have been taken. There may be an absence of observable
evidence at this Stage;

1 formative: some features of the Aspect have begun to grow and be formulated, but
may be ad hoc, disorganised, poorly defined or simply new. However, evidence of this
activity can be clearly demonstrated;

9 established the Indicators of the Aspect are in place, and evidence shows that they
are working. There is not, however, well thoughit consideration of the relative
allocation of resources. Little traew®f decisioamaking has been made concerning
the relative invstment in the various elements of the Aspect. But the Aspect is
functional and defined;

9 strategic choices have been made about which parts of the Aspect are important,
and which are less important for the particular organisation or nation. The strategic
Stage reflects the fact that these choices have been made, conditional upon the
nation or organisabn's particular circumstances; and

1 dynamic at this Stage, there are clear mechanisms in place to alter national strategy
depending on the prevailing circumstances, such as the technology of the threat
environment, global conflict, or a significant chanm one area of concern (e.g.
cybercrime or privacy). There is also evidence of global leadership on cybersecurity
issues. Key sectors, at least, have devised methods for changing strategies at any stage
during their development. Rapid decisiamaking, rallocation of resources, and
constant attention to the changing environment are feature of this Stage.

The assignment of maturity stages is based upon the evidence collgutkdling the general

or consensuwiew of accounts presented by stakeholderssktop research conducted and

the professional judgement of GCSCC research staff. Using the GCSCC methodology as set out
above, this report presents results of the cybersgtyucapacity review ofhe Bahamaand
concludes with recommendations as to thexheteps that might be considered to improve
cybersecurity capacity in the country.
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CYBERSECURITY CONTEXT
IN THE BAHAMAS

The Bahamas, known officially as The Commonwealth of The Bah@naasovereigisland
country in the Caribbean regicfiThe Bahamas is home to a populationapproximately
398000.7°

Internet penetration has been rising in the Bahamas throughout recent yeatanuary 2021,
there were335,800Internet users anInternet penetrationrate of 85% which was a 0.9%
increasesince 2020 Similarly, he number of social media useirs 2021 was 260,000, a
penetration rate of 65.8%, which was a 4% increase since Jdb0e were 333,800 mobile
connections in 20218@.5%penetration), a 4.9% decrease since 2020.

The Inter-Ameri@an Development BankDB)is currently providing technical and financial
support to streamline government procedures and make them available online; increase use
of IT in the public sector; increasing transparency of government activities and strengthening
auditing and control mechanisris This is being carried out throughloan operation titled
Government Digital Transformation to Strengthen Competitiveness, approved in 2018

¢KS . FKFEYlFa G221 LINI Ay GKS L¢! Qa Df2olf /@068
based on the information provided the country ranked’4n the global rankings out of 182

countries that took part, and 24out of 35 participating countries in the Americas region, with

a score of 13.37This was a lower ranking than in the previous GCI edition, largely due to the

absence of regulationsa National Cybersecurity Strategy (NCS), or a Computer Incident

Response Team (CIRT)KS D/ L NBLR2 NI KAIKEAIKdGa o[ S3rt as$s
strength, while Technical, Organizational, Cooperative Measures and Capacity Development

are all areasdr potential growth.The gaps noted in this study have been used as drivers for

recent cybersecurity projects.

In 2020 The Bahamas took part in figbersecurity Regional Study for Latin America and the
Caribbean by the IDB and Organisation of AmericaeS{®AS): The maturity scores given
according to the CMM were Staldp or Formative for most Factors, with relatively higher
maturity in Dimension 4: Legal and Regulatory Frameworks.

19 Michigan State Universitgahamas: Introductigrhttps:/globaledge.msu.edu/countries/bahamas
20\World Population Revievil,he BahamaPBopulation 2021
https://worldpopulationreview.com/countries/bahamapopulation

2 Datareportal (2021Pigital 2021: The Bahamastps://datareportal.com/reports/digitat2021-
bahamas

22 hitps://www.iadb.org/en/project/BHL1045

23 hitps://publications.iadb.org/publications/english/document/2020ybersecurityReportRisks
Progressandthe-WayForwardin-LatinAmericaandthe-Caribbean.pdf
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The country has closergximity to the US geographically, amdso in terms of business
collaboration and support particularly since a number of Bahamiarcompanies are
subsidiaries of US parent companies. This has an inipéetms of cybersecuritfyadvancing
cybersecurity capacity to some exteomecybersecurity practiesand policies within local
organisations are inherited from, or informed by, P&ent companiespr influenced by
business relationshipdt also impacts on the\ailability of US offerings of cybersecurity
consultang, managedcybersecurityservicesandtraining courses

The Bahamas National Cybersecurity Project began in January 2021. This plejebyithe

Digital Transformation Unit (DTU) asdpported by the International Telecommunication
Union (ITU). The objectives of the project aredevelop a National Cybersecurity Strategy
(NCS) and Action Plan; carry out a National Computer Incident Response Team (CIRT)
Readiness Assessment as well as all necessary capacity building and service upgrades to
activate the national CIRT; and review ageeurity capacity using the CMM through this
review.

The CMM, CIRT establishment, and NCS are expected to be completed by the end of 2022, but
the implementation is expected to continue until 20Zthe recommendations we make in

this report, alongside th other objectives of the project, will help The Bahamas to reach a
higher level of cybersecurity capacity maturityer the coming yeardt is important to note

that, as part of these ongoing projects, there is already progress being made towards some of
the recommendations in this report.
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REVIEW REPORT

OVERVIEW

This section providgan overall representation of the cybersecurity capacitylie Bahamas
Figure 2 below presents the maturity estimates in each dimension. Each dimension represents
one fith of the graphic, with the five stages of maturity for each factor extending outwards

TNRY
at the perimeter.

IKS OSYiGNB-daR (RS OFIRAIFRAOT 2WaAKISNIDSyY G NB

‘\o\o% 5
& g %
P 3| ¢ @ 9’0
%, [5) o L
& %, & =% 2% | £ e %
%% %% 53| ¢ S & B
& % &% £ 33 §¢ %
R 5 C s ® § s & o (o
5 %% %% 5E s ®
2 2
& N Bt ° L %
<9 % % % ® 5 &g
® o %, B Gl <7 &
%y, o t.“\o 5
e, K S ¢ s
Cup, & 2
e A\ LRy
g SR
o, s \sr."
Ay 1‘&‘. \0“3
hey, OV a0
€ w
St 't to =
gy,
et
Farm,
W & In,
y apurty
OPeration g, Omai co cypersee
to c°""ba¢ CWorke ?«““ose\ g
9’L'n'm(,
Trust and Conf: E
nd Regulatory poaon e Aieancy
Lepal @ - d inOnline Services
Capability a0
Capacity ©
User o
€rsan tang,
a3l ng
yod® o, fma o g
e e, tiog
A\e% d“w P’ ‘3
W Ao
we fie) g,
s g
A g,
< » i
& '\°° 404’&0
& P % %
. % %o,
> < % "%
o & & S % g,
& §F %% 2%,
= &8 £ oo % % %
ey & 5 &3 C
Rl g5 £ A ARG
) o 4 a Y
S g = ¢ % o
& & @ = g 2 =
& -] 3 g 3
& £ x %
=
4 g z %
& £ 3
. e AR

b o\
“FSecurity Knowledge and

Figure 2: Overall representation of tbgbersecurity capacity ihhe Bahamas
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DIMENSION 1

CYBERSECURITY STRATEGY

AND POLICY

This Dimension explordsK S . | ¢apaity & @evelop and deliver cybersecurity strategy
and enhance its cybersecurity resilience through improving its incident respatyber
defence and critical infrastructure protection capacities. This Dimension considers effective
strategy and policy in delivering national cybersecurity capability, while maintaining the
benefits of a cyberspace vital for government, internatidmaginess and society in general.

Implementation
and Review

International
Engagement

Strategy
Development

D11
National
Cybersecurity

Strategy Identification

Defence Force and
Cybersecurity Categorisation
Strategy of Incidents

D14 D1.2
Defence Force Cybersecurity Incident
Cybersecurity | o ¢ o UPEENEIEE o o o o coee MUGTEUNCELLE | | Organisation

Crisis
Management

WELIE]
Security

Capability

Cybersecurity
3 Integration
N Policy and Strategy 'of Cybersecurity
Civil Defence . into National
Co-ordination o Crisis
Management,

D13
Critical
Infrastructure
(Cl) Protection

Operational
Practice

Identification

Regulatory

Requirements

21| Cybersecurity Capacity Revidve Bahama2021



OVERVIEW OF RESULTS

D1: Cybersecurity Policy and Strategy

D1.1 National Cybersecurity Strategy
Strategy Development

Content

Implementation and Review
International Engagement

D1.2 Incident Response and Crisis Management
Identification and Categorisation of Incidents
Organisation

Integration of Cyber into National Crisis...

D1.3 Critical Infrastructure Protection
Identification

Regulatory Requirements
Operational Practice

D1.4 Cybersecurity in Defence and National...
Defence Force Cybersecurity Strategy

Defence Force Cybersecurity Capability

Civil Defence Co-ordination

Start-Up Formative Established Strategic Dynamic

D 1.1 NATIONAL CYBERSECURITY STRATEGY

Cybersecurity strategy is essential to mainstreaming a cybersecurity agenda i
government because it helps prioritise cybersecurity as an important policy area, deter
responsibilities and mandates of key cybersecurity government anejoarnmental
actors, and directs allocation of resources to the emerging and existing cybersecurity
and priorities.

Stage:Start-up to Formatve

A national cybersecurity strategy (NCS) for The Bahamas has not yet been pulistiegl.
the CMM assessment period, the Bahamas was in the process of developing isitN @&
support of the International Telecommunication Union (ITAJraft NCSvas articulatecand
approvedin early 2022and provided to the CMM review team.

The development of the NCS is part of The Bahamas National Cybersecurity Project
0aD2@SNYYSyYyd S5AIAGLHT ¢ NI y&7F2 N)lediby 2hg Digitddl { G NSy 3
Transfomation Unit (DTU), which began in January 202The objectives of the project are

to develop a National Cybersecurity Strategy and Action Plan; carry out a National Computer

Incident Response Team (CIRT) Readiness Assessment as well as all necemsayy cap

building and service upgrades to activate the national CIRT; and review cybersecurity capacity

24 https://cybilportal.org/projects/bahamasationalcybersecurityproject/

22| Cybersecurity Capacity Revidve Bahama2021



using the CMM through this review. The project is planned to be completed by the end of
2022, with interim support from the ITU including support to hdlp CIRT reach maturity.

Consultations with key stakeholder groufyem the private and public sector, academia,
telecommunications and ICT sector, financial sector, and other infrastructure opetatdrs
took place irthe fourth quarter of2021 agart of the NCS development. The new NCS takes
as input the findings from these stakeholder consultations, elements of the content of the
2014 NCS draft which was not publishigbut the new NCS is not based directly on this earlier
effort) and the resul of this CMM assessment. The Bahamas has not yet conducted a
nationaklevel cybersecurity risk assessment, althouggntification of the threat and risk to
national cybersecurityo inform a riskbased approach is a key focus of the new 2022 NCS
draft (and was also referenced in the 2014 NCS dr&t)ch an assessment would help to
strengthen the case for investment and enable prioritisation of the actions within the strategy
F3FAyad GKS O2dzyiNEQa ALISOATAO ySSRa

No overarching national cybersecurity irapientation programme has yet been developed.

AnAction Plarfor the 2022NCS is planned to be draftetthis is a specified objective of the

ongoing Bahamas National Cybersecurity ProjéEboeAction Plan is referenced in the 2022

NCS draft, which stateslthi A G @At O2yGlFAy GaALISOATAO (I &l a
RSIRfAYSa YR LISNF2NXYIYyOS YSGONROAE T2NJ NBaLRyair
outlined in the NCS are accomplished, it is important that this Action Plan is published, and

includes identification of the necessary resources to carry out each action.

The key focus areas of th€022 NCS draft NBY &/ @6 SNBSOdzNAGE 3I2FSNY I
Ga9FFSOUACS LYOARSYU tNBJISyldAzy FyR wSEORY&aSET
G/ @0 SNESOdzNRGe g NBySaa FyR alAftfaedéT FyR a
FAIKG OeThéNCD NAaftys® iehtifies objectives and tasks within each of these
strategic areasThese objectives and tasks cover many of the areéscok of the CMM, and

provide a strong basis for building the cybersecurity maturity of the country.

L YL

Thecontent of NCS draft clearlseflectsthe countryspecific priorities and circumstances:

particular noting that theNCSbjectives are guided by KS T2 f f 2 Bha BaBam@shsa A 2 Y Y d
I aSOdzNB FyR (UNHzZGSR RAIAGIE a20ASGez oSYySTFAGA
O2YLISUAGAGSYySaas yR NBO23ayAaSR ThsproviddsBf Al 6f S
astrong basis for ensuring that the NCS aligns with national priorities.

The Bahamas benefits from support from international partners including the ITU (who are
supporting The Bahamas National Cybersecurity Project, as described) and Organisation of
Amerian States (OAS) (who supported the development of the 2014 NCS draft, for
exampl€®). The Bahamas government is aware of the existence of international discussions
on cybersecurity policy and related issues, and the country participates in international
discussions related to cybersecurity issues on occasion, for example through cybersecurity
events organised by the OABN and IDBThe government also participates in operational
bodies such as international informatiearing networksParticipants notedhat, as the
ongoing National Cybersecurity Project drives a higher level of cybersecurity activity in the
country, participation in international debates and operational bodies will incre&se

Zhttp://www.thebahamasweekly.com/publish/bisews:
updates/New_Cyber_Security_Strategy_to_strengthen_data_protection_capabilities34602.shtml
26 hitps://www.oas.org/en/media_center/press_release.asp?sCodighZ8/14
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example, it is planned that the new CIRT will be a membaternational bodies such dke
Forum of Incident Response and Security TedftiR)l

One of the objectives of the 2022 NCS draft is to strengtimernational cooperation,

including participating in cybersecurity fora locally and internationdllys isimportant to

enable The Bahamas to keep-tgpdate with international cybersecurity discussions and

make an active contribution to international policy debatdsnay be beneficial to conduct

an assessment of how the international debates on cybensgcpolicy and related issues

FFFSOG GKS O2dzy i NE QA Ay (i &dlBefing geciflc grigagémgni SNY | G A 2
objectives accordingly

D 1.2 INCIDENT RESPOARSE CRISIS MANAGEMENT

This Factor addresses the capacity of the government to identify and detel
characteristics of national level incidents in a systematic way. It also reviews
I2PSNYYSyiQa Ol Lbrdnatd, &nd bperatdrdBe igtilentyaspoide, e
whether cybersecurity has been integrated into the national crisis managememg\irark.

Stage:Start-up

In The Bahamasthere is no process for identifying and categorising naticleadel
cybersecurity incidentshowever,this is under development with the creation of thew
national Conputer Incident Response Tear@IR7]. As such, there is no central registfy
cybersecurity incidents place.

The countryis in the process of establishing a natioGdRTas part of theBahamas National
Cybersecurity ProjecT.he project aim to performall necessary capacity building and service
upgrades to activate the national CIRY CIRT Readiness Assessment has been carried out
with the support of the ITUand a detailed plan is in place for establishing the CIRS.
process has notet been completed and the CIRT is not yet operatidndlthe project is
planned to complete by the end of 202&cluding the hiring of personnel, implementation of
technologies and processes, amdining andknowledge transfer for the new CIRT analykts

will act as a focal pointor informationsharingand coordination for both the public and
private sectorlt is planned that support will be received from the ITaJhelp the CIRT reach
maturity.

Regulatory requirements for cybersecurire currentlylimited, and there are no formal
requirements for incidentesponse plans in any sectoSystematic incidentesponse
mechanisms only appear to exist in the Finance and Telecommunications sectors; for example,
some banks and ISRaveput in placeformal cybersecurity incidentesponse fans that are
scheduled to be tested viebletop exercise on an annual basidncidentresponse plans
include roles and escalation procedures developed using -reelbgnised international
guidelines such athe National hstitute of Standards and TechnologiI$) Computer
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Security Incident Handling GuideThese organisations also have thaivn internal incident
response teams

TheCentral Bank of The Bahama®motesincident responsavithin the Finance sectoand
expecslicenseego havebeenproperly developed and testelousinesscontinuity plans and

to report incidents, including cybersecurity incidents, to the bank supervisionTi@tCentral
Bank reported that if a significant cybersecurity incident wasrapbrted to the reguléor,
this could result in finesAn attestation framework is in place that requires financial
organisations interacting withhe Bahamas Automated Clearing House (BAGHhave a
testedcybersecurityncidentresponseplan. As a reslt, incidentresponse planare generally

in placewithin the Fnancesector.

While the Telecommunications sector regulatothe Utilities Regulation and Competition
Authority (URCA) - does not set specific requirements for cybersecurity incident response,
its requirements do cover eventualities that imply liability for cybersecurity incidents. For
example, if any incident (including a cybersecurity incident) were to lead to a matage
fines would be imposed. This drives the implementation of incideaponse policies in this
sector to some extent.

Since the national CIRT is not yet operational, coordinatiomaflent response within
organisations with the national CIRT hasyettbeenestablishecr tested. Similarly, bilateral
cooperation of the national incidefresponse structures with international partners has not
yet been testedEstablishing and testing the relevant coordination mechanisms and protocols
will be an impotant activityto include inthe development of the CIRT

While there are mechanisms in place to deal with a rangeatibnd crisis scenarios such as
hurricanes®, cybersecurity is not currently part of national crisis management, iaiginot
clear wha role current crisismanagement mechanismsould play (if any) in the event of a
significant cyberelated crisis. It is also not clear whether the people involved are equipped
to deal with such a crisis, and their readiness to do so has not been exkentiseimportant

that mechanisms for responding to natiodal/el crises resulting from cybersecurity incidents
are put in place, given the growing potential for cybersecurity threats to impact the Critical
Infrastructure (CI) and cause national crisisrarios.

An exercise programmihat includes cybersecuritpased scenariobas not been organised
within The Bahamaget but there has been participation in some international drilac¢h as
cyber exercises run byradevinds). Emergency communication eabilities for cyber
disruptiors are limited and their resilience to cyber disruption has not bdelty addressed
or tested

27 https://nvipubs.nist.gov/nistpubs/specialpublications/nist.sp.860r2.pdf

28 Utilities Regulation and Competition Authorityttps://www.urcabahamas.bs/wp
content/uploads/2020/12/DisasteManagementReqgulationgor-the-ElectronicCommunications
Sectorin-TheBalamas_FinaD7122020.pdf

29 National Emergency Management Agency (NEMA),
https://www.bahamas.gov.bs/wps/portal/public/About%20NEMA/TheBb@tional%20Emergency%?2
OManagement%20Agency/
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D 1.3 CRITICAL INFRASTRUCTURE (CI) PROTECTION

¢CKA&a ClIO02N) addzRASa GKS 3JI20SNYYSyidQa
requirements specific to theybersecurity of Cl, and the implementation of good cybersec
practice by Cl operators.

Stage:Start-up

The Clhas not been formally identified, althoughwas reported that there is an informal
understandng of whichsectors form the Clnd this allowed invitation of the ClI to this review
as well as to the recent consultations for the development of the IR€fortedly, ae ofthe
objectives othe currently developingcIRTand NC$vill beto identify the Clandto provide a
level of cybersecurity support for them.

There are no existing regulatory requirements specific to the cybersecurity of the Cl in general.
There is no baselinef cybersecuritystandards to govern Cl assgtisere is no governance of
incident and vulnerability disclosure, and there are no forprakesses in place to evaluate

Cl operator compliance with regulatory standards. Stakeholders involved in the development
of the NCS did acknowledge the need for baseline standards to govern Cl dbsets.
preparation of a regulatory framework for identfition and protection of Clincluding
implementation of specified cybersecurity measurissan objective of the 2022 NCS draft
Participants from the Cl expressed the view that guidance on cybersecurity and monitoring of
practices would be beneficial, wdh suggests that this would be received in a positive way.

A few CI operatorare implementing good cybersecurity practicesd selfassessing against
recognised industry standards suchtlas Heath Insurance Portability and Accountability Act
(HIPAA, Saiety for Worldwide Interbank Financial Telecommunicati¢®#/IFT Customer
Security Controls Framework (CS@i{ NISTCyber Security Framework (CS#tjt in most
sectors this is athoc. In the Fnance sector the Central Bank of The Bahamasts
expectatiors of its licerseesin terms of application of cybersecurity standards and indiden
response planning While compliance with cybersecurity standards is not a regulatory
requirement, thidrives a higher level of cybersecurity in this sedfarthermore, the Central
Bank providea technology risknanagement guidelinto financial institutionswhich is being
updated to reflect additional concerns related to cybersecurity.

Currently, there isomeinformal collaboration within and between CI sexs. The example

of the Healthcare sector was giveparticipants reported that incidents, particularly those
that result in data leakage, may be kept private due to concerns about reputation, and as such
there is only minimal sharing of information on #at and risk between relevant stakeholders.
Multiple CI stakeholders expressdbe view thatit would be beneficial to strengthen
processedor incident reportingand communicationwvithin and between Cdectors.
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D 14CYBERSECURITY IN DEFENCE AND NATIONAL SECURITY

Stage:Start-up

This Factor explores whether tgevernment has the capacity to design and implemer
strategy for cybersecurity within national security and defence. It also reviews the le
cybersecurity capability within the national security and defence establishment, an
collaboration arragements on cybersecurity between civil and defence entities.

The Bahamas does not havestandalone cybedefencestrategy; however, a strategy is
currently under development. Discussions the potential impact of cybersecurity on
national security and defence hawtarted as part of the Bahamas National Cybersecurity
Project. Reportedly, the intention is that a cyksafence strategy will be an output of the
project alongside the new NCS

Specialist cybersecurity capability within the national security establishment is linfied.
Royal Bahamas Defence Folw&s recently created a cyber team, the goal of which is to
defend the information infrastructure and networks of the Defence Forthe newly
established cyber team will aim tmprove the overall risknanagement and defences against
new and evolving threafsthe protection of critical information effective distribution of
information through networksthe development and implementation aetwork mapping
conducting vulnerabilityassessmentsand encouragethe adoption of cybersecurity best
practices across all ¢fie organisationln early 2021 rtroductory trainings were conducted
with a U.S. partner the Florida National Guardthat coveredincidentresponse processes,
MITRE ATT&CK Technigaes Capturethe-Flag(CTFexercises.

There is noallaboration on cybersecurity between civil andelgce entities Thideaves open

the questiors of how the military mightsupport civil authorities in the event of a major

national cyberincident, and how the military mighhanage itsown cyber dependencies on

civil infrastructure.The espective rolesare yet to beRSFAY SR GAGKAY GKS 0O2dz
management procedure§.here isno formal body for informatiorsharing relating to cyber

threat intelligence

RECOMMENDATIONS

Following the information presented during the review of the maturitCgbersecurity Policy

and Strategythe Global Cyber Security Capacity Centre has developed the following set of
recommendations for consideration by the Government ®he Bahamas These
recommendations provide advice and steps aimed to increase existi@gsgcurity capacity

4 LISNJ GKS O2yaARSNIGA2ya 2F GKS /SyiNBQa /@
recommendations are provided specifically for each factor.

NATIONAL CYBERSECURITY STRATEGY
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Given the early stage dMdCSdevelopment, a number afspects of the CMM involving the
strategy contentand plans for implementatiorhave not yet been finalisedy those
responsible forthe NCSdevelopment Thisreview reportis a good opportunity to make
recommendations to inform th&lCSlevelopment in line wh the requirements of the CMM
model

R1.11 (High priority) Publish the NC2022 based on the findings from stakeholder
consultations; international resources (such as theQRCSguide) aspects of
the 2014 NCS drafind the recommendations from this CMM review.

RL.1.2 Conduct an assessment of coungyecific national cybersecurity risk, including
specific links to wider nationdvel economic and political policies and
strategies, in order to ensure that strategyntent reflects countnspecific
priorities and circumstances.

R1.1.3 Ensure that the strategy clearly reflects the needs and roles of relevant
stakeholders across government, business and civil society.

R1.14 (High priority) Develop and publish ammplementation plan, describing an
implementation programme that covers the scope of the strategy. This plan
aK2dzZ R aaAiady |0iGA2ya 6AGKAY (GKS LINE I NI
stakeholders across government and other sectors), and define budgets for
implementing the actions of the strategy.

R1.1.5 (High priority) Identify how to put in place the resources required to deliver the
actions of the programme. Ensure that budget shortfalls are identified and
escalated to the relevant authority.

R1.1.6 (High priority) Assign a coordinating body for the national strategy
implementation programme, and ensure that this body has sufficient authority
G2 SyadaNB GKFG FOUA2Yy a26ySNRBRE | NBE KSEtR

R1.1.7 Define within the strategy key outcomes against whistcgss can be measured.

R1.1.8 Put in placereview processes and SOK I yAaya (2 SylFoftS adNt
monitor achievement of outcomes, address implementation issuesescdlate
risks, issuesind dependencies to the relevant authoritieSnsure that these
processes are adequately funded.

R1.1.9 Ensure that links between the strategy and priorities such as national security,
digital strategy and economic developmerds well aswider online paky
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objectives such as child protectionhe promotion of Human Rightshe
promotion of Equality, Diversity and Inclusj@md managing disinformatigare
clearly indicated.

R1.1.10 Include within the strategy actions to raise public and business awasgne
mitigate cybercrime, establish incidergsponse capability, promote public
private partnership, and protect critical infrastructure and the wider economy.

R11.11 Ensure that there are processes in place for strategy review and renewal.

R1.1.12 Consider conducting an assessment of how the international debates on
OO0 SNBRSOdzZNAGe LkRfAOe YR NBflIGSR A&daadzsSa
international standingDefine pecific engagement objectives accordingly.

INCIDENT RESPOMSI CRISIS MANARENT

The below recommendations will help drive the alignment of therently developindCIRT
with the indicators of the CMM

R12.1 (High priority) When developing the CIRT, ensure that it has the sufficient
resources, skills, documented process &ghl authorities required to address
the range of cyber incident scenarios they are likely to fabe. risk assessment
recommended in R1.2 shoud support this.

R12.2 Develop ad documentproceses for identifying categorisingand managing
nationatlevel incidents Create a central registry that categorises the identified
nationatlevel incidents according to severity, and develop procedures that can
be used to allocate resources according to this categorisation.

R12.3 The CIRT should publish cleaogedures for incident reporting, publicise the
range of support services that it can provide, encourage prigatgor entities to
adopt their own internal inciderntmanagement procedures, and document and
test protocols for the coordination of incident magement between the CIRT
and the relevant other elements of the public and private sectors (including the
impacted organisations, law enforcement and ISPSs).

R12.4 Develop and test processes for bilateral cooperation of the CIRT with
international counterparts in the case of responding to crbesder incidents.
CKAA &aAK2dzZ R AyOf dzZRS O2yaARSNAyYy3I K2g G2
international networks of incident responders.
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R12.5

R12.6

R12.7

R12.8

R13.1

R13.2

R13.3

R13.4

Ensure that cybersecurity is fully integrated ith@ national crisis management
framework® (NEMA) by developingpreparedness plans for responding to
nationaklevel crises resulting from cybersecurity incidenEnsure that the
organisation responsible for crisis management is equipped to deal wiahger
of cybersecurityelated scenarios.

Develop a national crisitmanagement exercise programme including
cybersecuritybased scenarios

Identify which emergency communications systems already exist in the country,
test their resilience to cyber disruption, and take action to address weaknesses
identified.

Consider increasing active participation in relevant operational collaboration and
policy bodies (such as regional and international CERT bodies).

CRITICAL INFRASTRUCTURE (Cl) PROTECTION

(High priority) SIS OA F & g KA OK 2 NBI Yy A & krifical2 y &
AYTFNI &G4 NUzOGdzNBé yR 2dzif Ay S fadeBnsied y R&
thattheh a G A& (SLI dzLJ G2 RIFEGS G2 NBFt SO

(High priority) Allocatean agency responsible for overseeing the cybersecurity of
the CI.This role could be centralised (e.g., through the CIRT) or delegated to
individual sectoiregulating agencies.

(High priority) Ensure thatCl operators are mandated by regulation riceet
appropriate cybersecurity standardend establish processes for evaluating
compliance.

Gonsider how to strengthen processes for inciderporting and
communications within and between CI sectors. This may include:

1 Placingnandatory breachreporting andvulnerabilitydisclosure obligations
on Cl operators

30 National Emergency Management Agency (NEMA),
https://www.bahamas.gov.bs/wps/posl/public/About%20NEMA/The%20National%20Emergency%?2

OManagement%20Agency/
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R13.5

R14.1

R14.2

R14.3

R14.4

R14.5

1 Establishing and promoting mechanisms for Cl operators to share threat and
vulnerability information, best practices and lessons learned.

Put in place mechanisms tensure that the CIl operators are consistently
implementing recognised industry standards and the effectiveness of their
cybersecurity controlgs regularly assessed.

CYBERSECURITY IN DEFENCE AND NATIONAL SECURITY

(High priority) Assess the potential impact of cybersecurity on national security
andDefence andlevelop astrategy for addressing these risks.

Ensure that thestrategy is supported by appropriate legal authorities and

relevant operational doctrine and rules ohgagement, and that these are
Oz2zyaraidSyli GAOGK ¢KS . FTKFEYF&AQ KdzYky  NR:
humanitarianlaw obligations.

(High priority) Ensure that theresources allocatedo the relevant Defence
organisations are sufficient to fulfil thmutcomes of the strategy.

Ensure that the role of the national security and defence community in
supporting civil authorities in the event of a major national cyber incident, as well
as how the military might manage its own cyber dependencies on civil
infrastructure, is clear. Teshe relevant roles and procedures agaipsausible
cybersecurity crisis scenarios.

Establish how the CIRT and the military cyber team can support one another
(through liaison between the two entities), and whether there are opportunities
to increase efficiency and effectiveness by taking a more integrated approach.
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DIMENSION 2
CYBEEECURITGULTURE

AND SOCIETY

Thisdimension reviews important elements of a responsible cybersecurity culture such as the
understanding of cyberelated risks in soctg, the level of trust in Internet services; e

government and ©2 YYSNDS aSNWAOSaz FyR dzaSNBQ dzyRSNEI
protection online. Moreover, this Dimension explores the existence of reporting mechanisms
functioning as channels for uset® report cybercrime. In addition, this Dimension reviews

the role of media and social media in shaping cybersecurity values, attitudes and behaviour.

Priority of
Security

Awareness
of Risks

D2.1
Cybersecurity
Mindset

Digital Literacy
and Skills

User Trust
and Confidence
in Online
Search and
Information

Media and
Social Media

D2.5.
Media and
Online
Platforms

D2.2
Trust and
Confidence
in Online
Services

®ee, e | Disinformation

D2.4. Cybersecurity Culture

Reporting 4
Mechanisms and Society

User Trust in
E-government
Services

. User Trust in
E-commerce

Services

D23
User Understanding
of Personal

Reporting
Mechanisms

Information
Protection Online

Personal
Information
Protection
Online
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OVERVIEW OF RESULTS

D2: Cybersecurity Culture and Society

D2.1 Cybersecurity Mindset
Awareness of Risks

Priority of Security
Practices

D2.2 Trust and Confidence in Online Services
Digital Literacy and Skills

User Trust and Confidence in Online Search and...
Disinformation
User Trust in E-government Services
User Trust in E-commerce Services

D2.3 User Understanding of Personal Information...
Personal Information Protection Online

D 2.4 Reporting Mechanisms
Reporting Mechanisms

D2.5 Media and Online Platforms
Media and Social Media

Start-Up Formative Established Strategic Dynamic

D 2.1 CYBERSECURITY MINDSET

values, attitudes, and practices of government, the private sector, and users across sot
large. A cybersecurity mindset consists of values, attitudes and praoticesling habits of
individual users, experts, andhetr actorgin the cybersecurity ecosystem that increase !
capacity of users to protect themselves online.

Stage:Start-up

Overall, the cybeecosystem imMhe Bahamass still in its early stage$he review found that
cybersecurity has not yet become a priority across the public and private sectors or among
end-users.Some participants expressed the view that the reason fomtir@mal recognition

of the need to prioritise cybersecuritgould be related to manyBahamias perceiving
cybersecurity as a fictional problem (e.g., something that happens in the movies) or a problem
that occurs only abroad (e.g., in the U.S.). Because of that, citizagsnot realise how
vulnerable they arand may not take the necessary predansto protect themselvege.g.,

still sharing passwords, not settirige right privacyprotection on social medjand tofollow

safe cybersecurity practice3his indicates thavery few Internet usersre following safe
cybersecurity practices or talg protective measures to ensure their securijo surveys or
metrics exist to document cybersecurity in governmehg private sector, or acrossternet
usersas a whole

On a personal level, there is some prominence to a belief that Bahamians waileny
means that would give them the least resistance possible to receive the information online.
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Some participants indicated that conceatbout cybersecurity riskis low because people

2F0Sy O2yaARSNI GKIG AG Aa (résponshbility oEdNRugek RSNAR Q 2
Therefore, it was suggested that there is @ed to raise avareness of cybersecurity risks

within the public by reminding them of their responsibility in protecting their passwarais,

clickng on malicious email subjectand to explain the consequences of their actions

However, there is no capacity to focus on awareressing from the government side.

With regards to siall and nedium-sized enterprises (SMEs)he review confirmed that there

is some level ciwarenes®f cybersecurity risksince they know that in order toe successful
SMEseed an online presende.g., usingmaik andsocial media However, SMEs often lack

the resourcego protect themselves properlgnline. Participants acknowledged the need to
offer SMEs more resources and help in learning simple practical techniques that they can use
in order toprotect themselves, either through third parties or themselves.

Large corporations sually have the resources available to protect themselves from most
general cyberattacks. However, they need comprehensive guidelines and cybersecurity
policies on what théndustry and government required themin orderto be compliantboth
locallyandinternationally (e.qg., privacy requirements like GRPPR

The generhlevel of gbersecurity awareness within government agencies remains low
However, moregovernment employeg have started reportinglegitimate-looking emails.
Especially, government employees working in fimance areas(e.g.,finance departments
andofficers, accourdnts) are reporting and forwarding suspicidosking invoicesr strange
emailssuspected to bephishingattempts. Suspicious emails are currently managed by IT
Security in the Department of Transformation and Digitization.

D 2.2 TRUST AND CONFIDENCE IN ONLINE SERVICES

ThisClF OG2NJ NE@ASgsga ONRGAOFE alAfftax GKS
and confidence in the use of online services in general, andmfegnment and €ommerce
services in particular.

Stage:Start-up

A limited proportion ofinternet users critically assess what they see or receive online in
BahamasBased on the review, a very limited proportibalieve that they have the ability to

use the Internet and protect themselves onlirgince Jne 2021, theAvasant Foundation in
collaboration with the Integ American Development Bank Ldtms beerpiloting the\Pigital

Skills and Employment Opportunities for the Displaced Workforce in The Ba@iarhs

LINE 3 NI Y Y SdevelapYhe digit@l daW? 0 Af AGASAa 2F GKS O2dzyiNEBQaA

31 Avasant Foundation (2021Avasant Digital Skills: Reoling and Upskilling ¢ The Bahamas
https://avasant.com/foundation/avasantligitatskillsre-tooling-and-up-skillingthe-bahamas/
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they are adequately equipped with the skills necessary to thrive in the digital age and meet
the digital talent requirements of business enterprisgs.

Most Internet userexhibita blind trust in websites and what they see or receive online. Very
few Internet users feel confident in using the Interngbwever, systematic samplersveys
2NJ 20KSNJ YSGONROaA (2 aasSaa dzaSNARQ GNHAaG | yR

Participants acknowledged that gvernment agencies and actors have not addressed
disinformation onlineWhilst others noted that disinformation imanaged in a sector specific
way for example, in the banking secjoAccording to one participanthé root of much of
disinformation isanchored in the use cfocial mediaBahamasds such asmallnation that
officials do not believe it is possible meodify the behaviours of sociatedia companiesn

the basis of their problems.

The gvernment has begun to build a coret®f e-services, for which they recognise the need

to applymore rigoroussecurity measures in order to establish trust in their UdeeBahamas
e-Government Portal Services is a government initiative aimed at making doing business with
government easieby providing online access to a range of servicdhe InterAmerican
Development Bank is currently providing technical and financial support to make more
government services available online through a lagreration titled Government Digital
Transfornation to Strengthen Competitiveness The se of digital signatures in-e
government and e&ommerce services and applications is covered by Ebectronic
Communications and Transactions Act (2003

Participants confirmed that various ministries amdiltiple agenciesre planning tgut their
services onlineand have at least 20@-government servicesoperatingby April 2025.The
objectiveisto enhance theease of doing businessdto fully digitisethe processhy having
anendto-end application for a new business or renewal of a busi(regmrdless of business
type). One participant advocatethe creation ofa onestop shop for government servicess

of March 2022, 4®-government services werestivered to 70,000 registered persons. By the
end of 2021, the plan was to be able to procegpgernment services for children. The review
suggested that a relatively high number of people are using them and there is a belief that a
growing number of Irgrnet users are developing a greater level of trust in the use of these e
government servicedit this stage, there aremsurveys or metrics to shatlve extentinternet
users trust egovernment servicesAlso, there was a no information about the levelseo
government security and security breaches.

Based on desk researchcemmerce is becoming increasingly important in The Bahafas.
Shopping portals such as eBay and Amazon are regularly accessed by customers where they

32 bid.

33 Government of The Bahamasservices,
https://www.bahamas.gov.bs/wps/portal/public/gov/government/eServices/eservices/eservices/
34 https://www.iadb.org/en/project/BHL1045

35 Electronic Commmications and Transactions Act (2003)
http://laws.bahamas.gov.bs/cms/images/LEGISLATION/PRINCIPAL/2033/2003
0004/EkctronicCommunicationsandTransactionsAct 1.pdf

36 U.S. Department of Commerce, International Trade AdministraBamamas Country Commercial
Guide eCommercehttps://www. trade.gov/countrycommercialquides/bahamagcommerce
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can use locally issued credit cards to make purchaddany local companies do not provide
online shopping, but more maintain an internet presence throsghial media pages and a
static website’® The ongoing COWII® pandemigut pressure ommany domestic businesses
to provide goods and services electronically and to implement systems which rathovey
and data transferto carry out these transactions.The Bahamashas implemented the
following bills, acts and policies to regulatee-commerce activityin the country 1) E
Commerce Policy Statement; 2) Electronic Communication and Transaction Bill (2003);
Computer Misuse Bill (2003); Data Protection Act @p@nd Unfair Terms in Consumer
Contracts Bill (2003).There are b surveys or metrics to show how Internet users trust e
commerce servicest was not clear to what extergrivate sector recognises the need for the
application of security measures tgtablish trust in &eommerce services.

D 2.3 USER UNDERSTANDING OF PERSONAL INFORMATION
PROTECTION ONLINE

This Factor looks at whether Internet users and stakeholders within the public and g
sectors recognise and understand the importance of protecting personal information o
and whether they are sensitivé heir privacy rights.

Stage:Start-up

TheOffice of the Data Protection Commissioner is the national data protection authority of
The Bahamasvith responsibility for the protection of personal data onlifidt lists in its
missions that iedministersand enfor@sthe provisions of the Data Pratdon Act promotes

the observance of good practice by data controllers within the requirements of the Act
influenasthinking on privacy and processing of personal information matters on a local and
global basis dischargs various functions relating tar arising from any international
obligations?” In addition, ay Bahamian national who feels that his or her data privacy rights
have been infringed upon by any data collector or contrafias the opportunity toseek
redress by contacting the Data Protenn Commissioneand may file a complairdgnline (or

in person, if sensitiye*

37 bid.

38 |bid.

39 bid.

40 Ministry of FinanceECommerce and The Bahamas Government
https://www.bahamas.gov.bs/wps/portal/public/Government%20Initiatives%20and%20Policies/E
Commerce%20in%20the%20Bahamas/

41 Office of the Data Protection Commissioner
https://www.bahamas.gov.bs/wps/portal/public/About%20Us/

42 Office of the Data Protection Commissioner
https://lwww.bahamas.gov.bs/wps/portal/public/About%20Us/

43 Government of the Bahamablaking Data Protection Complaints
https://www.bahamas.qgov.bs/wps/portal/public/gdgovernment/services/
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Nevertheless, articipantsadmitted that the protection of personal information online has

not been a priority. Unfortunately, privatompanies cafreely collect and usegysonal data

for their own purposes with no consideration to data protection and privacy. Therefore, there

is aneedto developlegislation and guidelines d@he national levelin order toensure the

safety oftheclientd LISNE 2y | f Rl (itiesdzi SR 6& LINAGIFGS Syi

Also, participants believed th@ublic awareness of the issues surrounding the protection of
personal information and the relationships between privacy and security concerns regarding
personal data is lonMobile internet users are not aware difie kinds of data they share with
operators, nor do they know what is done with the information they do provide on popular
social media channels such as Facebook or Twitter. Further discussions proposed that the
majority of users are too willing to give aw personal details, and also remain unaware and
not alert to such issues such as the privacy settings they use, or the terms and conditions of
the websites.

D 2.4 REPORTING MECHANISMS

This Factor explores the existence of reporting mechanisms that function as channels fc
to report Internetrelated crime such as online fraud, cybeitlying, child abuse online
identity theft, privacy and security breaches, and other incidents.

Stage:Start-up

There areno official reportingmechanisms availablsn The Bahamasor users to report
computerrelated or online incidents

If it is related to privacy, citizens caontact the Data Protection Commissioner and file a
complaint online(dataprotection@ahamas.gov.hsby completing thePrivacy Complaint
Form™ Sometimes, théata Protection Commissioneollaborates with theCybercrime Unit

of the Royal Bahamas Police Foarwl with other third partiesto investigate and address a
complaint. here are instances where direct reporting and complaints are madééo
Cybercrime Unit of the Royal Bahamas Police Force and may rtbegatention of the Data
Protection Commissioner until is made necessgrbecause feedback is not fast enough.
Metrics d reported incidents were not available. Participants acknowledged thatado use
social media channels to raise concerns over cyber harms and proffiemesxample,via
Faceboolor WhatsApp)

44 Government of the Bahamablaking Data Protection Complaints
https://www.bahamas.gov.bs/wps/portal/public/gov/government/services/
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D 2.5 MEDIA AND ONLINE PLATFORMS

This Factor explores whether cybersecurity is a common subject of discussion
mainstream media, and an issue for broad discussion on social media. Moreover, this
looks at the role of media in conveying information about cybersecurity to thikcpthus
shaping their cybersecurity values, attitudes and online behaviour.

Stage:Start-up

Cybersecurity issues are reported in artemt mannerby the media in The Bahamas, with
insufficient coverage in mass media both online and offline.

Participants indicated that there are usually articles within local daily newspapers that cover
information about cybersecurity or report on issues such as security breaches or cybercrime.
The articles tend to be reactionary based on a cyber incident that has occurred, but some
other newsreleasesseekto raise awareness on cybersecurity aaré not related to specific
incidents.Some participants noted that they saw caselaited to financial fraudvhere there

was an awareness posting specific to this incideBometimes banks and companies (e.g.,
Deloitte) organise conferences and webinars that aree fte the public. 8me insurance
companies and banks run\aettisementson the radio (cybersecurity awareness)

Participants further indicated that they believe discussions on social media about
cybersecurity are presefiut onlyto averylimited extent. There was no information whether
whistle-blower protection isprovided andif there wereany cases of a positive impact of
whistle-blower intervention

RECOMMENDATIONS

Based on the consultations, the following recommendations are provided for consideration

regarding the maturity ofSybersecurityQulture andSociety. These aim to provide possible

next steps to be followed to enhance existing cybersecurity capacity as per the considerations

2F GKS D/ {//Qa /@0SNERSOdz2NRG& /LI OAGe al Gdz2NR G @

CYBERSECURITY MINDSET

R2.11 (High priority) Intensify efforts in leaohg government agencies to prioritise
cybersecurity and enhance efforts at all levels of government to promote
understanding of cyberisks and threats.
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R2.1.2

R2.1.3

R2.1.4

R2.1.5

R2.1.6

R22.1

R2.2.2

R2.2.3

R2.2.4

Design coordinated training programmes for employees in the public
organisations in cooperatiowith the private sector. Training should include the
following cybersecurity practices:

a) web security (for e.g.: protection of personal information online, social
media, social engineering, secure web browsing, malware, passwords)

b) email security (fore.g.: identify a phishing email, sending an email
securely)

c) data security (for e.g.: handling and classifying sensitive information,
backup and recovery)

d) mobile device security (for e.g.: portable data storage)

e) remote access security (for e.g.: workingrfr home/while travelling)

Ensure that risk awareness and secure practices are known also to smaller
businesses and adopted by societylarge.

In collaboration with NGOs, consider providing the youth social programmes (for
e.g.. in schoa and universities) that will teach students about safe and
responsible behaviour online (for e.g.: the risks of using social media), including
how to prevent any uncompromising behaviour.

Launch a government initiative that assists and provideESMith sufficient
resources to protect themselves online.

(High priority) Ensure that surveys and metrics agenducted in order to
evaluate the level of cybersecurity knowledge and practice within the nation.

TRUST AND CONFIDENGCENLINE SERVICES

(High priority) Consider improving digital literacy among all demographic groups,
including older generations. For example, develop and implement campaigns
that promote the safe use of online services across the general public,iegabl
users to critically assess online content they consume social media or-smart
phone applications.

Promote the implementation of usezonsent policies by Internet operators.

Encourage ISPs to establish programmes that promote trust in Heguices
based on measures of effectiveness of these programmes.

(High priority) Ensure that surveys or other metrics atenductedto assess
dza SNBRQ (NMXzalG FyR O2yTFTARSYOS 2yfAySo
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R2.2.5 Encourage civil society and Internet platform providers teadep approaches to
address issues of disinformation.

R2.2.6 Government and/or private entities should consider regularly funding user
metrics on trust in egovernment services, promoting privacy and security and
proactive communication of breaches.

R2.27 Encourage the development ofe@mmerce services with emphasising the need
for a security (e.g.: use of encryption, post trust certificates/logos of {hady
authentication services on the homepage) in order to establish trust.

USERJNDERSTANDING OF PERSONAL INFORMATION PROTECTION ONLINE

R23.1 (High priority) Consider implementing broader campaigns in order to improve
user practice, and mechanisms to evaluate the current state of user practices.
These campaigns should also focus astdring a public debate about personal
information protection online and an adequate balance between security and
privacy.

R2.3.2 Encourage a public debate on social media platforms (also in the traditional
media) regarding the protection of personafanmation and about the balance
between security and privacy to inform poloyaking.

R2.3.3 Develop a Code of Practice on Protecting Personal Information Online in
consultation with multiple stakeholders that can be distributed within the public
(for e.g.: in primary and secondary schools).

The Code of Practice should include:

a) guidelines regarding Internet safety and the dangers of misuse of personal
information online

b) why personal data is important, how it is processed and how can psatexct
their privacy

REPORTING MECHANISMS

R24.1 (High priority) Establish coordinated mechanisms within the public and the
private sectors that allows citizens to report cybercrime cases, including online
fraud, cyberbullying, child abuse online, idéfy theft, privacy and security
breaches, and other incidents, in particular for women and other vulnerable
groups.
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R2.4.2

R2.4.3

R2.4.4

R25.1

R2.5.2

R2.5.3

R2.5.4

Provide manuals to educate the public, teachers and parents about the types of
cybercrime that can be reported, how to exercise thihts when falling victim
to such crimes and how to report it.

Consider turning the Cybercrime Unit of the Royal Bahamas Police Force into the
O2dzy NEQAa yIdA2ylf FNIdzZR IyR O80SNONAYS
point of contact for cizens and businesses.

Ensure that the Cybercrime Unit has a secure website where victims of
cybercrime can report to the police by choosing different options: 1) dialling a
number in case it is an emergency or the crime is in progress 2) compdeting
online form for noremergency crimes or reporting via social media/email. It is
important that all reporting channels should offer the victim the option to report
anonymously (for e.g.: anonymous online forms).

MEDIA ANBDNLINE PLATFORMS

(High priority) In cooperation with civil society and media organisations develop
programmes and campaigns to raise awareness among media providers and
leading social media actors, for instance during the dedicated cybersecurity
awareness month or dedicateveb or social media sites on this topic.

Enhance the understanding of cybersecurity among media providers (for e.g.:
journalists) and facilitate a more active role of media in conveying information
about cybersecurity to the public.

Encourge media content providers to disseminate information on good
(proactive) cybersecurity practice that users can pursue to protect themselves or
to respond to cybeincidents. This could stimulate social media discussions on
the topic.

Establish costructive mechanisms for whistleblowers in the public and private
sectors and promote their existence.
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DIMENSION 3

BUILDING CYBERSECURITY
KNOWLEDGE AND
CAPABILITIES

This Dimension reviews the availability, quality and uptake of programmesafimus groups

of stakeholders, including the government, private sector and the population as a whole, and
relate to cybersecurity awarenesaising programmes, formal cybersecurity educational
programmes, and professional training programmes.

Initiatives by
Civil Society

Initiatives by
Private Sector

Executive
Awareness
Raising

Initiatives by
Government

D3.1
Building
Cybersecurity
Awareness

Cybersecurity B
Research and %\(:‘ee;srihcu ;:z
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OVERVIEW OF RESULTS

D3: Building Cybersecurity Knowledge and Capabilities
D3.1 Building Cybersecurity Awareness _

Initiatives by Government
Initiatives by Private sector
Initiatives by Civil society

Executive Awareness Raising

D3.2 Cybersecurity Education |

Provision

Administration

D3.3 Cybersecurity Professional Training _

Provision

Uptake

D3.4 Cybersecurity Research and Innovation [N

Cybersecurity Research and Development

Start-Up Formative Established Strategic Dynamic

D 3.1 BUILDING CYBERSECURITY AWARENESS

This Factor focuses on the availability of programmes that raise cybersecurity awal
throughout the country, concentrating on cybersecurity risks and threats and ways to ac
them.

Stage: Start-Up to Formative

There is no overarching national cybersecurity awaremaissng programme, coordinating
the efforts of relevant stakeholders. Greater natioteel coordination of cybersecurity
awarenesgaising efforts within the country is ued development as part of the development
of the National Cybersecurity StrategMC$. Metrics to review awarenessising efforts at
the national level do not yet exist. Reportedly, some organisations cormjloersecurity
awareness training for their internal stafft was reported thatorganisations within the
financial sectotend to be more mature than other sectors in terms of awareness raising for
staff. In these cases, some metrics to review the effeci@ss of efforts may be being applied
on an adhoc basis.

There are indications that various stakeholdershie country realise they can play a role in
cybersecurity awarenessising and some have been involved inhaxt initiatives. It was
reported thata limited number of cybersecurigwarenessvebinarsandseminarshave been

run free for the general publiancluding as part of Cybersecurity Awareness Month (October
2021) This has included efforts by some representatives from government, the pgeater,
regulators and civil society. The parties involved in these initiatives reportedly incthded
Office of theData Proection CommissionerCritical Infrastructure @) organisations and
private-sector companiescivic groupsand URCAthe Telecormunications sector regulatpr
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It was reported thatthere has beeran increase in uptake of such offerings by the general
public.

Other fora and seminars held to raise cybersecurity awareness have included the Cyber
Security Forum held by the Bahamas Chamof Commerce and Employers Confederation
(BCCEC) in May 2018; a seminar to increase cybersecurity and cybercrime awareness held by
the Central Bank of the Bahamas in 2019; and a fmnference held by the Government of

the Bahamas and the Internatioh®evelopment Bank (IDB) in December 2019 to share
international experiences in cybersecurifynese are annual events that were not conducted

in the past two years due to the restrictions of the Cei/@pandemic.

Some stakeholders described intentions itwrease their awarenessising activity. For
example, university representatives stated they do not currently get involved in awareness
raising for the community (such as running public seminars or giving talks to schools, for
example), but intend to bgin doing so by sending out advisories to sensitise users to risks
such as phishing and to the need to protect passwords, for example.

The Get Safe Online Bahamas project provides cybersecurity awairigng for personal
and business contexts, and hbsen runningin The Bahamafr the past four years. The
project is part of the international Get Safe Online projecnd funded by the UK Foreign,
Commonwealth and Development Office (FCRROhe Get Safe Online Bahamas potftial

the primary site ér cybersecurity awareness in the Bahamas, with high levels of interaction
from Bahanmns(verified by statistics provided to the CMM review team by the hodts}
directly linked to from the Bahamas Government website.

The portal provides cybersecurigwareness content specific tthe Bahamas, including
personal advice (protecting computers and devicespmmerce; safeguarding children and
social networking); advice for businesses (hardware and devices; information security; online
safety and securityrules, guidelines and procedures; software). The site also includes a
glossary of informatiorsecurity terms, and a very limited set lotally-producedaudio and

video advice clips are available. This represents a good central online resource for
cyber®curity awarenessaising, that can now be built out with further resources. Involving a
larger number of stakeholders in awarengassing activities coordinated via the Get Safe
Online project and portal may be an effective way of building a more caatetinnational

level awarenessaising effort.

A Cybersecurity Ambassadors programme is also run as part of the Get Safe Online project
and described in the portal; the portal can be dg€e apply to become a Cybersecurity
Ambassaddf. Through this schemelocal people are trained to share cybersecurity
knowledge with local groups, for example businesses, churches and schools. Reportedly, there
are currently three active ambassadors in the Bahamas; eight were trained originally. As part
of the internationalAmbassadors Day (February 2021yvhich focused on giving advice on

the safer use of the Internet, representatives from the Bahamas were involved in providing
in-depth online sessions.

45 https://cybilportal.org/actors/getsafe-online/

46 https://cybilportal.org/projects/cyberawarenesscampaign/

47 https://lwww.getsafeonline.bs/

48 hitps://www.getsafeonline.bs/landingpages/ambassaut's/

49 https://www.getsafeonline.to/wpcontent/uploads/2021/04/v2FinatGSO_Ambassador_Day_Infographic.pdf
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In terms of awarenesgising by the mediait was reported thatarticles appear in local
newspapers following major cybersecurity incidentsismay help to raise awareness hist
currently reactionary. Some proactive awarerneasing news releases are made, for example

by the Office of the Data Protection Commissioner, and some insurance companies and banks
reportedly run cybersecurity awarenesaising advertisements on the radiThe government
stated an intention to make efforts to increase the coverage and reach of cybersecurity
awareness issues in the media.

Participants were not aware of any awarengasing initiatives aimed specifically at
executives, although some orgaations may conduct such initiatives internally. As a result,
it may be that only a limited number of executives are aware of their responsibilities to
shareholders, clients, customers and employees in relation to cybersecurity.

D 3.2 CYBERSECURITY EDUCATION

This Factoaddresses the availability and provision of higlality cybersecurity educatiol
programmes and sufficient qualified teachers and lecturers. Moreover, this Factor exa
the need to enhance cybersecurity education at national and institutional levelshan
collaboration between government and industry to ensure that educational investments
the needs of the cybersecurity education environment across all sectors.

Stage:Formative

No specialised degrees in cybersecuriy eurrently offered and accredited at university level
(Bachelors or Masterd)y a Bahamian institutianCertain courses at the University @ie
Bahamas(UB) currently include securityelated short module$. An Introduction to
Information Security modue has been offered as an elective, originally to Computer Science
students only, and more recently to Business students. The module is also included in the core
requirements for the Bachelor of Business Administration in Accoundindthe Bachelor of
Business Information in Computer Information Systentge moduleincludes key principles

of information security and risk awareness, as well as practical,tiiskexample using Kali
Linux to gain experience of practical cyiagtacks. Reportedly, the cowgshas a high level of
uptake and has been oversubscribed since being opened up to Business students. There is
therefore some evidence of demand for cybersecurity education.

There are some cybersecurity educational offerings from other institutitarsexample, a
three-month programme has previously been offered by the Bahamas Institute of Financial
Services to obtain an Advanced Certificate in Cyber Secu8takeholders noted that citizens

50 https://www.ub.edu.bs/wp-content/uploads/2016/11/Academi€atalogue2021-2022-FINAL.pdf
! https://www.bifs-edu.com/cybersecurity
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of The Bahamas are able to access online and internationalr€ydurity education courses,
although the extent of uptake is unclear and statistics were not provided.

While no specialised cybersecurity degrees are offered currddBhave developed a fully
accredited Bachelors degree in Cybersecurity and Informassurancewhich is soon to be
offered. The course has been approved, and it is anticipated that the course will be offered
beginning irthe fourth quarter 0f2022, with the first modules being offered as electives from
early 2022. The course reportedigvers topics including information security and assurance,
business processes, computer forensics, malware analysis, social engineering and psychology.
Stakeholders responsible for developing the course notedttiaintention behind including

not only technicalmodulessuch as malware analysis, but alsmdulessuch as business
processesis to produce graduateswvho are wellsuited to employment by Bahaan
organisationswho will need experts in information segty who understand factors such as
privacy policies and compliance with international laws.

This Bachelorscourse has been in development for around two years, and during the
development process it was reviewed informally by a range of stakeholders imglud
cybersecurity experts on the international stage (the organisers of -neetignised
international cybersecurity conferences); and experts from industry. International initiatives
such as the US NIST National Initiative for Cybersecurity Education*{M&€ used to
inform the development of the course and the selection of modules.

Academic stakeholders reported plans to increase cyberseeawldyed educational offerings

at university level in the future, to include topics such as security oftieerlet-of-Things and

smart cities. It was noted that a key challenge will be finding the right educators with the
skillsets to teach such programmes: a shortage of local educators is a barrier to building out
the educational offering. It was reported thtitere have already been some discussions with
other universities (e.g., in the US) to share skills or create hybrid programmes to teach some
of these more specialised courses. It may also be valuable to bring in collaboration from
government and industrgxperts.

There are currently no cybersecurity educational or awareness offerings aimed at non
specialists. Consideration should be given to how to build such offerings into broader
education programmes; for example by incorporating cybersecurity into gémelucation
programmes such as the one offered by UB, which is followed by almost all Bachelors
students?® It was reported that there is a plan to offer the introduction to information security
elective currently offered to Computer Science and Busingsslents only more widely to
students throughout the university, as a module of the general education programme.

There was no evidence of cybersecurity offerings in the curriculum at primasgcondary
school level and m@rticipants were not aware adny such offerings. In 2019, th#TUwas
commissioned to develop a cybersecurity programme for dsigiool students andind
educators to deliver it; however, this was halted by the C@\pandemic. There was
recognition from participants of the need tontinue this discussion with the Ministry of
Education and secondary schools on how to develop such courses, in order to develop
cybersecurity skills from an early age. Participants stated that they would like to see a national

52 https://www.nist.gov/itl/applied-cybersecurity/nice
53 https://www.ub.edu.bs/wp-content/uploads/2016/11/Academi€atalogue2021-2022-FINAL.pdf
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curriculum for cybersecusit education and awareness from school to higlestel learning
that is implemented and measured.

There is some alignment developing between educational offerings andetiveNCS which

is currently being draftedacademic stakeholders reported being inehin the recenNCS

development discussions, with a specific meeting having been held on education.
Furthermor& &/ @ 0 SNE S OdzNAR i & (etlugationBBngd 8aining dt afl Rcaderid f f & ¢
levels to build the skilled pool of professionals needed to piofle G KS yIF A2y Qa AYyT
systems)n an objective of the 202RCSlraft.

A national budget focused on cybersecurity education is not yet established; resources are
put towards cybersecurity education, for exampleW§ without nationatlevel coordination.
Establishing a national budget should form part of the ongoing natistmategy
development, which should have a focused section on education with actions identified, and
an implementation plan should identify the necessargfet as well as metrics for reviewing

the supply and demand for cybersecurity education and the effectiveness of the offerings.

D 3.3 CYBERSECURITY PROFESSIONAL TRAINING

This Factor addresses and reviews the availability and provision of affordable cybers
professional training programmes build a cadre of cybersecurity professionals. Moreo!
this Factor reviews the uptake of cybersecurity training, and horizontal and ve
cybersecurity knowledge and skills transfer within organisations, and how this trans
skills translatesnito a continuous increase of cadres of cybersecurity professionals.

Stage:Start-Up to Formative

Some private firms offer cybersecuriaining courses online and-person in The Bahamas.
Stakeholders noted thabpportunities are readily available to undertake cybersecurity
professional training in local training centres. This includes preparation courses and
examinations for internationally recognised certifications such as Certified CISO training,
Certified Etlical Hacker, CISSP and CompTIA SectiitYhere are also regional cybersecurity
professional training offerings available within The Bahafmas

Reportedly there have been instances of international companies coming to The Bahamas to
offer professionatraining locally, for example to banks, as well as organisations (such as some
government departments) subscribing to international training offeringSome local

54 https://mildaintrainings.com/loc/cybeisecuritytraining-in-bahamas/

5% https://www.synergybahamas.com/coursgetails/?course_id=33360&course_type=p

56 https://www.nhcaribbean.com/trainingand-certifications/technicakcourses/cybersecurity
ST https://www.udemy.com/topic/cybersecurity/
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offerings support organisations in offering trainit@ytheir employees: through informate
videosandsimulated phishing campaigns, for exaniple

In terms of uptake of professional training, it was reported that there is uptake of the training
courses, but fewer people are taking the examinations to become certified. It was noted that
some companies, particularly those that have a parent company abroad governing
information security, have a roadmap for cybersecurity training for their staff; in local
companies training tends to be more-adc. In sectors with higher cybersecurity matyiq
Finance in particulag more internal training occurs, as well as processes such as shadowing
to facilitate the transfer of cybersecurity skills and progression of cybersecurity careers.

There has not yet been an effort to analyse the need for cyloen$ty professionals at the
national level, or to measure the supply and demand for cybersecurity training courses, and
statistical data relative to cybersecurity skills in The Bahamas has not been collected. It was
reported by those stakeholders responsitfor the development of théNCSthat this is a
planned objective of the strategy. The collection and analysisaidata would enable better
understanding of the supply and demand for cybersecurity professional training, and
documentation of the key &ining requirements to meet the needs of society.

While the supply and demantbr cybersecurity professionalsas not been measured, a
number of stakeholders noted challenges observed in the availability of, and opportunities
for, local cybersecurity pregsionals.

Firstly, it was noted that a significant proportion of local companies may not fully understand

G6KS ySSR (2 KANB OeoSNESOdzZNAGE LINRPFSaarzyl f

lack of awareness of the cybersecurity risk and thesponsibility to mitigate it in general).
There may be a need to educate companies on cybersecurity, and of particular relevance to
this issue on the neetb hire staff to work in cybersecurity roles, arwh the certifications

they should expect those #y hire to possesd his currently results in reduced opportunity

for trained cybersecurity professionals to fill cybersecurity roles within The Bahamas.

It was reported by numerous participants that this issue is exacerbated by a tendency by some
organisdions in both the public and private sectors to hire cybersecurity professionals from
abroad, rather than hiring local professionals. There may be a perception, stemming from
negativeperceptions of the level of cybersecurity in the nation, teaperts from abroad are
better than local experts. This may mean that qualified Bahas miss out on local
cybersecurity roles, that the incentive for Bahiams to train as cybersecurity professionals is
reduced, and that insufficient effort is investeddeveloping a cadre of local experts that can

fill cybersecurity positions.

In support of this point, it was noted that some companies have senior cybersecurity roles
(e.g., CISOs) filled by remote workers in the US, for example, and that in some asripani
entire IT department is working remotely from abroad. It was noted that some employers
craft role requirements (e.grequirements forinternational experience) that locals are less
likely to meet. Participants qualified these points, noting thatle/assistance from abroad is
welcome and may be particularly appropriate and eelfective for some cases such as
contracting US companies for ofieme architectural engagements, in order to build
cybersecurity programmesompanies need cthe-ground pesonnel to implement controls

%8 https://iwww.bahamascybershield.com/
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and develop frameworks, and there is a need to invest locally to build these skillsets and
ensure the opportunities are given to qualified local experts.

The issue is tw@ronged: it was noted that there is indeed a shortadelaral qualified
professionals in cybersecurity, but that even those qualified are not necessarily being offered
the roles locally. This in turn leads to reduced caiggression opportunity for local experts,

and lower incentive for local people to trato become cybersecurity professionals.

In response to these issues, participants felt that there is a need for focus investment on
improving the local cadre of cybersecurity professionals. This means creating a pipeline that
raises awareness amongst yaupeople (in schools and universitie§)gbersecurity career
paths, makes clear the opportunities to achieve the necessary qualifications, and makes
available opportunities to gain industry experience. It will clearly be important that the
developing ndonal cybersecurity strategy identifies actions to tackle this issue. Of course, the
cybersecurity skills gap is not an issue unique to The Bahamas but a challenge around the
world. Participants noted that a dedicated centre for training and certificatiaybersecurity
(particularly encouraging enrolment from younger people) could be beneficial, as well as
initiatives to retain these experts in the country.

There is also a need to make local companies aware of the availability of local qualified experts
that can carry out cybersecurity roles. It may be valuable to consider whether any government
interventions (such as jebreation initiatives for cybersecurity) or incentives schemes are
needed to encourage companies to invest in local talent rather ttidng externally.

D 34 CYBERSECURITY RESEARCH AND INNOVATION

This Factor addresses the emphasis placed on cybersecurity research and innove
address technological, societal and business challenges and to advance the builc
cybersecurity knowledge and capabilities in the country.

Stage:Start-Up

There is currently no, or only very limited, cybersecurity research and development (R&D)
activity taking place in The Bahamas. Participants in the review sessions were not aware of
any such activitybut noted that some cybersecurity R&D activity may be carried out by
private companies. No doctordvel students are researching cybersecurity topies As

such, research outputs are not yet being produced that address cybersecurity issues within
the particular context of the country.

Academic stakeholders reported an interest in carrying out increased research activity and
empirical studies in cybersecurity. Currently, there is no collaboration in regional or
international cybersecurity research netwks or projects; however academic stakeholders
reported that there have been discussions with some foreign universities around
cybersecurity research collaboration.
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Some examples of broader technology research activity were noted; for example in the
FinTeb space, Project Sand Dollar was a project developed by the Central Bank of the
Bahamas as part of the Bahamian Payment Systems Modernisation Initiafivevas
inaugurated in October 2020, to offer a Central Bank Digital Currency (the first launched
anywhere in the world) with a view to furthering objectives of financial inclusion and
transaction efficiency.

RECOMMENDATIONS

Following the information presented on the review of the maturityBofilding Cybersecurity
Knowledge and Capabilitieshe following set of recommendations are provided Wthe
Bahamas These recommendations aim to provide advice and steps to be followed for the
enhancement of existing cybersecurity capacity, following the considerations of the GCSCC
Cybersecurity Capacity Maturity Model.

BUILDING CYBERSECURITY AWARENESS

R3.11 (High priority) Assign a dedicated body, for example the body responsibly for the
GetSafeOnline Bahamas project, or any other relevant body, to take
responsibility to coordinate all Cybersecurity Awareness activitiesThie
Bahamas The dedicated body shtl take ownership for all the
Recommendations below.

R3.12 (High priority) Ensure that the concept of a national cybersecurity awareness
raising programme is solidly included in the NCS under development.

R3.13 (High priority) Develop the content for amverarching national cybersecurity
awarenesgaising programme which is linked to the draft NCS.

R3.14 The programme referred to in R3.1.3 should have an action plan which:

- consolidates and coordinates, as far as possible, all existivayeness
raising initiatives by various stakeholders (including those not currently
involved, such as universities)

- identifies how such existing programmes can synergistically contribute to the
national awarenessaising effort, and suggest improvementsheve
necessary

- identify further efforts and stakeholder involvement relevant to the national
programme

Shttps://practiceguides.chambers.com/practigguides/dataprotection-privacy2021/the-
bahamas/trendsand-developments

50| Cybersecurity Capacity Revidive Bahama2021



R3.15

R3.16

R3.17

R3.18

R32.1

R32.2

R32.3

R32.4

R32.5

Identify the resources necessary to implement the national awarerasgg
programme specifically as far as financial support is conceraadgnsure that
all resources needed are put in place

Develop the GetSafeOnline portal into a national cybersecurity awareness portal.

- The Portal should be a single point of access to all aspects of Cybersecurity
Awareness, covering the cybersecuryvareness needs of the various
sectors of society.

- The Portal should be used to advance and promote the national
Cybersecurity Awareness programme, and vice versa.

Develop and maintain awutcome-oriented system ofmetrics to allow the
effectivenes ofthe national cybersecurity awarenessising programmeo be
measured, and use the metrics to review and improve the national programme.
Ensure adequate funding is available for this task.

Work with relevant stakeholderso create anational cybersecurity awareness
raisingprogrammefor executivesacross the public and privatectors and civil
society The programme shouldNJ A & S S Ea@@detmsd @S teékr
responsibilities to shareholders, clients, customers and employees inorre izt
cybersecurity.

CYBERSECURHEHDUCATION

(High priority) Task a dedicated body, for example tdnistry of Educationor
another suitable body, to takeesponsibility for a National Cybersecurity
Education Programm@CEP)n the country.The dedicated body should take
ownership for all the Recommendations below.

Ensure that the NCEP is based on international best practices, and is informed by
broad consultation across government, the private sector, academia and civil
society.

(High priority) Ensure that the new NCS contains a focused section on
cybersearity education

(High priority) Ensure that a national budget famplementing the NCEP is
available.

Develop accredited degrees in cybersecurity at university level.
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R32.6

R32.7

R32.8

R32.9

R32.10

R32.11

R32.12

R33.1

R33.2

R33.3

Ensure that theavailability of cybersecurity modules within universitiess
expandedby offering such modulesto students studying a wider range of
courses, or making them part of the General Education offering.

Promote cybersecurity education for n@pecialistsby encouraging universities
and other bodies tdnclude cybersecurityelated modules in course artbld
seminars olectures for these audiences.

Investigatethe supply ofocalcybersecurity educators in the country and ensure
it meets the growng need for cybersecurity education at all levels (schools,
universities, and vocational level).

Ensure thatybersecuritynodules are included ischool curricula at primary and
secondary level.

Work with relevant stakeholders to createcpromote competitions, initiatives
and funding schemes for students in order to increase the attractiveness of
cybersecurity careers.

Initiate the development and fundng of an outcomeoriented metricssystem to
determine data regardinghe supply and demand for cybersecuritggree
offerings and taneasurethe effectiveness ofuchofferings

Implement initiatives to raise awareness amongst young people (in schools and
universities) of cybersecurity career paths, make clear tphpootunities to
achieve the necessary qualifications, and make available opportunities to gain
industry experience.

CYBERSECURPROFESSIONAL TRAINING

(High priority) Assign a dedicated body, in cooperation with relevant
stakeholders, to take responsibility to coordinate all Cybersecurity Professional
Trainingactivities in The Bahamas, and to take responsibility and ownership of
the Recommendations listed below.

(High priority) Ensure that the concept of a National Cybersecurity Professional
Training programme is solidly included in the NCS under development.

(High priority)Create a comprehensive metrics system to determine and analyse
the needs at thenational level in regard taybersecurity professionalsThe
system should include programnrteview processes and metrics to assess the
supply and demand for cybersecurgkilled workers in both public and private
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R334

R33.5

R33.6

R33.7

R33.8

R33.9

R33.10

R33.11

R34.1

environments, and allow progress to beeasures. Ensure proper funding for the
system.

Develop structured cybersecurity training programmes to develop skills towards
building a cadre of cybersecurity professionals. In developing these programmes,
take into account international cybersediyrvocationalbased frameworks and
best practices.

Ensure that cybersecurity professional certification is offered across sectors
within the countryand encourage formal certification after completion.

Ensure thatrelevant cybersecurityraining programmes for nooybersecurity
professionals are offered.

Develop government initiatives to retain trained cybersecurity professionals in
the country after successful completion of training programmes.

Consider creating a dedicated ¢en for training and certification in
cybersecurity (which might particularly encourage enrolment from younger

people).

Ensure that organisations are made aware of the need to hire staff to work in
cybersecurity roles, and the certifications theyosld expect those they hire to
pOSSeSS.

Consider whether any government interventions or incentives schemes are
needed to encourage companies to hire locally qualified experts for cybersecurity
roles, rather than hiring from abroad.

Establish jokcreationand careespathinitiativesand incentivegor cybersecurity
professionalswithin organisations to encourage employers to train staff to
become cybersecurity professionals.

CYBERSECURITY RESEARCH AND INNOVATION

(High priority) Assign a dedicated body, in cooperation with relevant
stakeholders, to take responsibility to coordinate and expand all Cybersecurity
Research and Innovation activities in The Bahamas, and to take ownership of the
Recommendations listed bmd.
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R34.2

R34.3

R34.4

R34.5

R34.6

(High priority)Ensure that the concept of Cybersecurity Research and Innovation
is solidly included in the NCS under development.

(High priority) Together with relevant stakeholder&lentify cybersecurity R&D
activities that would bébeneficial to the nation, andnsure that these activities
are emphasised in the new NGSonsider developing a separa@gbersecurity
Research, Development and Innovation (CRd}egy with links to the NCS

Identify and put in place the resources and processes necessary to dekver
CRDI strategy

Ensure that the CRDI strategy coordinates and expapdgicipation
collaboration and partnershipdetween relevant university and industry
stakeholders Also ensure that it extends such collaboration and partnerships
with regional and international cybersecuritglated researcimetworks

Put in placea system ofmetricsto determine, measure and monitor aspects such
as:

1 National R&D requirementsgpformance, and outputs tallow progress to
be measured and improve the cybersecurity R&D capability of the country.
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LEGAL AND REGULATORY
FRAMEWORKS

¢tKA& 5AYSyaArzy SEFYAySa GKS 32 3SNyegifatiahQa OF LI C
that directly and indirectly relates to cybersecurity, with a particular emphasis placed on the

topics of regulatory requirements for cybersecurity, cybercrmiated legislation and related

legislation. The capacity to enforce such laws iamdred through law enforcement,

prosecution, regulatory bodies and court capacities. Moreover, this Dimension observes

issues such as formal and informatauperation frameworks to combat cybercrime.
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